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DEFINITIONS: 

• Unmanned Aircraft System (UAS): An unmanned aircraft and its associated elements: 
communication links, an internal global positioning system, software, firmware, and the 
components that control the unmanned aircraft. 

• Unmanned Aerial Vehicle (UAV): An aircraft without any human pilot, crew, or 
passengers on board. 

• Counter Unmanned Aerial System (cUAS): A term that describes measures or actions 
taken to counter UAS flight patterns or activity. 

• Drone: An informal term used to describe a UAV and solely refers to an unmanned 
aircraft and no other related components that may or may not contribute to the vehicle’s 
airworthiness. 

• Military Grade: Drones that meet any of the following criteria: 
• Weigh 55 lbs. or more; 
• Capable of dispensing agricultural spraying or aerosol systems; 
• Containing or integrating sensors capable of thermal imaging; 
• Containing or integrating sensors of Light Detection and Ranging (LiDAR); 
• Has certain docking stations that enable landing, takeoff, battery recharge/swap, and 

data/payload transfer; 
• Designed to incorporate a “defense article” on the U.S. Munitions List; or 
• Possesses swarming technology. 

• Remote ID: A digital "license plate" system requiring a UAS to broadcast its identity, 
location, and altitude over radio frequencies for security and safety tracking (14 CFR Part 
89). 

• Small Unmanned Aircraft: Any unmanned aircraft that weighs less than 55 pounds. 

• Large Unmanned Aircraft: Any unmanned aircraft that weighs 55 pounds or more. 

 

What is an Unmanned Aircraft System or UAS? 

An unmanned aircraft system is an unmanned aircraft and its associated elements (including 
communication links and the components that control the unmanned aircraft) that are required for 
the pilot in command to operate the aircraft safely and efficiently in the national airspace system. 
An unmanned aircraft itself is a component, but not solely a UAS. It is defined by statute as an 
aircraft that is operated without the possibility of direct human intervention from within or on the 
aircraft (Public Law 112-95, Section 331(8)). The airworthy device at the center of this technology 
(unmanned aircraft) is more commonly referred to as a “drone.” The term unmanned aircraft 
system was first defined and adopted into Federal law in 2005 by the Federal Aviation 
Administration (FAA) and the U.S. Department of Defense (DoD). 
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Unmanned aircraft come in all shapes and sizes and are not limited by any size or weight 
restrictions by the existing definition. A “small unmanned aircraft” is designated as an unmanned 
aircraft weighing less than 55 pounds, and a “large unmanned aircraft” is designated as an 
unmanned aircraft weighing 55 pounds or more. The DoD has a much larger variety of categories 
for unmanned aerial vehicles. However, these distinctions are solely for military purposes and are 
not necessarily relevant to public safety use. The average battery life of most unmanned aircraft 
sustains approximately 30 minutes of flight time, although this varies greatly depending on the size, 
model, and activity of the drone.  Many drones with public safety applications can sustain flight up 
to 50 minutes, and certain fixed-wing and hybrid vertical takeoff and landing drones used for wide 
area search and rescue missions can sustain flight for up to three hours.   
 

National Security Concerns about Certain Chinese Manufacturers 
The Cybersecurity and Infrastructure Agency (CISA) have raised serious and highly credible 
concerns about two leading Chinese drone manufacturers because of their close relationship with 
the Chinese Communist Party (CCP): Autel Robotics and Shenzhen Da-Jiang Innovations (DJI) 
Technologies. 
 
In response to these concerns, Congress in the FY2025 National Defense Authorization Act 
(NDAA) mandated that unless a security audit concluded otherwise, new Chinese drones would be 
added to the Federal Communications Commission (FCC) “covered list,” which bans their sale and 
operation in the U.S.  The security audit never took place, and on 22 December 2025, drones from 
these manufacturers were banned by the FCC. Existing drones may continue to operate, but no 
new devices or reauthorizations are permitted to use FCC-regulated radio frequencies for remote 
control, video transmission, or telemetry, essentially making it illegal to operate or certify new 
models in the United States.    
 
In addition, a very recently proposed rule from the FCC, Public Notice DA 26-758, expanded the 
December ban and will prohibit previously approved “military-grade” drones, which includes a 
broad list of criteria, such as drones that use LIDAR technology, thermal imaging, or swarming 
capabilities. 
 
As of August 2026, the FCC has issued a limited number of conditional approvals for certain 
foreign-made drones, though none from DJI Technology or Autel Robotics.   

 

Counter-UAS Authorities 
Since 2005, the authority to detect, track, and mitigate unmanned aircraft systems (UAS) had been 
largely limited to Federal agencies. State and local law enforcement officers generally lacked the 
legal authority to take counter-UAS (cUAS) actions, even when drones posed immediate threats to 
public safety, critical infrastructure, or major public events. 
 
The FY2025 National Defense Authorization Act (NDAA), which included the Safeguarding the 
Homeland from the Threats Posed by Unmanned Aircraft Systems Act (SAFER SKIES Act), 
significantly expanded these authorities by creating a framework under which State, Local, Tribal, 
and Territorial (SLTT) law enforcement agencies may participate in counter-UAS operations. On 1 
July 2026, the U.S. Departments of Homeland Security (DHS) and Justice (DOJ) published an 
Interim Final Rule (IFR) implementing the Act and establishing the certification, training, oversight, 
and operational requirements participating agencies must follow. 
 
 

https://www.fcc.gov/document/fcc-proposes-prohibit-import-marketing-covered-equipment-0
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Participation in the program is voluntary but requires certification by both DOJ and DHS. The rule 
establishes two levels of operational authority: 
 

▪ Tier 1 authorizes certified agencies to detect, identify, and track unmanned aircraft, 
coordinate with Federal authorities, and issue warnings to drone operators. However, Tier 1 
agencies are not authorized to conduct mitigation activities. Tier 1 training is available online 
through the National Counter-UAS Training Center (NCUTC), operated by the FBI in 
Huntsville, Alabama.  

▪ Tier 2 authorizes agencies to conduct approved mitigation activities, including disrupting 
drone communications or navigation systems and, where authorized, forcing drones to land 
or otherwise disabling them. Because these activities carry greater operational and public 
safety risks, Tier 2 personnel must complete in-person training and certification at the 
NCUTC. The rule also establishes an abbreviated certification program for correctional 
personnel to address the growing use of drones to introduce contraband into correctional 
facilities. 

 
The IFR emphasizes that only certified government personnel may exercise cUAS authorities. 
Contractors may provide equipment and technical support but are prohibited from independently 
conducting detection or mitigation activities. Before conducting cUAS operations, agencies must 
develop and maintain a comprehensive Counter-UAS Operations Plan. Planned mitigation 
operations generally require at least 30 days' advance notice to the appropriate Federal 
coordinating agencies, although exceptions exist for emergency situations requiring immediate 
action. 
 
To ensure accountability, participating agencies must document all detection, warning, and 
mitigation activities and submit an operational report within 48 hours of each operation. Agencies 
are also subject to recurring training and recertification requirements, recordkeeping obligations, 
privacy and civil liberties protections, and periodic DOJ and DHS compliance reviews to maintain 
certification. 
 
The SAFER SKIES Act and its implementing regulations represent a significant expansion of State 
and local law enforcement's ability to respond to malicious drone activity. However, because 
participation depends on agency certification, specialized training, Federal coordination, and 
compliance with extensive operational requirements, additional implementation efforts will be 
necessary before many agencies can fully utilize these new authorities. Continued support for 
funding, training, and practical implementation will help ensure officers have the tools necessary to 
protect their communities from evolving drone threats. 
 

Executive Orders 
In 2025, President Trump signed two Executive Orders related to drones, titled “Unleashing 
American Drone Dominance” and “Restoring American Airspace Sovereignty.” 
   

E.O. 14305: Restoring American Airspace Sovereignty 
This Executive Order establishes a Federal task force to counter threats posed by unmanned 
aircraft systems (UAS), particularly those used by criminals, drug cartels, and foreign adversaries. 
It directs the Federal Aviation Administration (FAA) to finalize rules restricting drone flights over 
critical infrastructure, make drone-related flight restrictions publicly accessible for geofencing, and 
coordinate national security assessments. It authorizes Federal enforcement of laws against 
unlawful drone use and requires recurring recommendations on strengthening criminal penalties 
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for airspace violations. The order also ensures that Federal grant programs can be used by State 
and local agencies to purchase drone detection and tracking equipment. Additionally, it mandates 
updates to Federal guidance on drone mitigation technologies, provides real-time access to UAS 
remote ID data to appropriate authorities, and directs the development of guidance for private 
infrastructure operators. Finally, it calls for integrating counter-UAS efforts into Joint Terrorism 
Task Forces and advancing the establishment of a National Training Center for Counter-UAS 
operations. 
 

E.O. 14307: Unleashing American Drone Dominance 
This Executive Order directs Federal agencies to accelerate the integration of unmanned aircraft 
systems (UAS) into the National Airspace System and expand domestic drone manufacturing. It 
also prioritizes the use of U.S.-made drones in Federal procurement, and includes provisions 
intended to strengthen the drone supply chain against foreign risks and promote the export of 
American-made UAS. 

 
Pending Legislation Pertaining to UAS, Law Enforcement, and Public Safety 
 

▪ H.R. 709, the “National Training Center for Counter-Unmanned Aircraft Systems 

Act,” would require the U.S. Departments of Justice (DOJ) and Homeland Security 

(DHS) to establish training and qualification standards for counter-unmanned aircraft 

systems, commonly referred to as counter-drone systems. Many of these provisions were 

incorporated into the SAFER SKIES Act. 

▪ H.R. 1058, the “Directing Resources for Officers Navigating Emergencies (DRONE) Act,” 

which would allow law enforcement agencies to use Edward R. Byrne Memorial Justice 

Assistance Grant (Byrne-JAG) funds, as well as funds offered by the COPS Office, to 

help purchase and operate unmanned aircraft systems. This bill is currently endorsed by 

the FOP. 

▪ H.R. 1907, the “Defense Against Drones Act of 2025,” which would permit individuals to 

use a legally obtained shotgun to shoot down a drone if they reasonably believe it is flying 

at or below 200 feet above their property, in accordance with State law. 

▪ H.R. 4333, the “Safeguarding the Homeland from the Threats Posed by Unmanned 

Aircraft Systems Act,” which would eliminate arbitrary red tape preventing certain law 

enforcement officers and agencies from taking cUAS measures when the unauthorized or 

unsafe use of drones threatens public safety. Many of these provisions were incorporated 

into the SAFER SKIES Act. 

▪ H.R. 5061, the “Counter-UAS Authority Security, Safety, and Reauthorization Act,” which 

would reauthorize, reform, and reasonably expand the existing counter-unmanned aircraft 

system (counter-UAS) authorities of the U.S. Departments of Justice and Homeland 

Security. 

▪ H.R. 6042, the “Law Against Nefarious Drones, Enforcement, Deconfliction (LANDED) 

Act,” which would create policies for acquiring and deploying approved counter-UAS 

detection systems, authorize processes for State agencies to detect, monitor, and 

mitigate drone threats, and establish a grant program to fund equipment and training. 

▪ S. 4380, the “Critical Infrastructure Airspace Defense Act,” which would allow counter-

unmanned aircraft system technologies to be used by private owners of critical 

infrastructure facilities. 

 


